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To implement an effective third-party risk management program, organizations must

overcome external strategic challenges. Internal factors can pose challenges as well,

including the organizational difficulties of pulling together a comprehensive risk-based

profile for any third party or third-party group, segmented by type, location, service,

contract value, data access and other factors.

Third party data is often spread throughout internal systems, teams and functional levels,

where it is independently tracked and reported by these various constituents.

To begin implementing integrated risk management, organizations need to design an

internal governance approach that better aligns with its goals. This process often starts with

better alignment of internal risk terminology, risk assessment processes and risk mitigation

expectations.

Integrate risk and data elements

Identify the key types of third-party risks that can negatively impact your organization:

@
Financial
Resiliency Risk

Supplier's overall
ability to continue
business operations
based on key
financial metrics

\/
Financial:
Credit Risk

Supplier's credit
conditions and
current ability to pay
exisiting obligations
on time [i.e., less
than 90 days
past terms)

Operational:
Cyber Risk

Current resources
and vulnerability
based on cyber risk
profile of
public information
using common
security metrics

Operational:
Governence Risk

Supplier's litigation
profile and its
corresponding

operational cash
flow impact based
on an analysis of
publicly available
filing documents in
courts of law

®

External:
Macro-Economic
Risk
Macro-economic
factors considered
especially relevant
to each individual
supplier
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Integrated risk management must be designed to drive effective decisions and directly
address the organization’s biggest challenges in order to achieve effective third-party risk

management and drive towards improved organizational resiliency.

Risk monitoring your high-risk third parties

By prioritizing threats and identifying third parties linked to business-critical and customer
service functions, an integrated risk management approach can help organizations make
sense of a fast-changing third-party risk ecosystem while driving synergies through other risk
intelligence platforms. These platforms are often located in procurement, supply chain,
enterprise risk management, compliance, and other areas. Organizations should conduct
risk analysis and generate dynamic third-party risk intelligence; this helps organizations
focus resources on their most important third-party risks.

Cost pressures (less budget, fewer resources)

Enterprise risk management, including underlying third-party risk management governance
approaches and processes, often fail to meaningfully collect, connect, and assess third
party data applicable to the entirety of the organization. Governance, Risk and Compliance
analysis prepared with the data available to you, can be incomplete, at least from a third-

party risk management perspective.

Informational gaps, along with process-based redundancies, foster various operational and
governance inefficiencies which can be solved by a more integrated governance approach.
Integrated risk management reduces the number of systems that must be explored
separately and reduces the amount of time spent on risk assessment, risk monitoring and risk
reporting, including front-side screening for due diligence to reduce inefficiencies for third
parties already pre-qualified.

Managing subcontractors
Alean and integrated system reduces data duplication and noise. Both factors make it
easier to manage third parties, but also to drill down to subcontractors at multiple levels.

Reporting and issue management

Integrated risk management increases the chances that issues will be reported, read and
acted upon. With integrated risk management, issues can be tracked in a single system,
informed by clean data, prioritized, and framed in ways that make them relevant to decision
makers.

Communicating risk to business leaders
Risk must be framed in meaningful terms. Reports across all functions can note how quickly
risks will materialize and what their economic impacts might be.

Gaining executive buy-in / lack of tone at the top

Integrated risk management can generate value and support by informing better high-level
business decisions. It also gives executives a better platform to generate their own ideas and
contribute to the success of the initiative, beyond simply evaluating it.

Duration of pre-contract due diligence activities

By creating vendor designations which indicate the amount and type of due diligence
needed, and by creating reliable, up-to-date repositories of vendor information, an
integrated system eliminates busywork.
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While the end goal of integrated risk management might seem ambitious, it is important to
be nimble and consider how to leverage market-leading approaches while staying focused
on long-term goals. Take an incremental approach that lowers short-term expectations while
generating insights and advocates. Focus on building a better third-party risk scoring
approaching and synchronizing data sources. This builds on small successes, and lets you
measure those achievements, communicate results, and gather resources to achieve more

valuable insight.

Organizations should anticipate some complexities and contingencies, but the core effort
behind third party risk data integration is straightforward. It essentially pairs your resources

with new solutions to get more value out of your third-party vendor data.

By better analyzing your data and resources with your existing infrastructure, you can bring
true insights to the leaders that need to evaluate your supply chain and third-party risks.
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