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The AICPA introduced a new cybersecurity risk management reporting
framework, which will create a common language that can be used to

communicate about, and report on, cybersecurity risk management efforts

The framework suggests the need for three key pieces of cybersecurity
information:

¢ Management’s description of the organization’s cybersecurity risk management program

¢ Management’s assertion about the program description and the effectiveness of the
controls within that program

e The CPA’s opinion about the description and control effectiveness
Two sets of criteria were issued to support this new framework:

¢ Description Criteria for Management’s Description of an Entity’s Cybersecurity Risk
Management Program - Criteria to be used by management when describing
cybersecurity risk management programs and by CPAs in their evaluation of
management’s description

o 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy - Criteria for the security, availability, and confidentiality for use by
management and CPAs when evaluating the effectiveness of the controls in the

cybersecurity risk management program in achieving the cybersecurity objectives

An attest guide, “Reporting on an Entity’s Cybersecurity Risk Management Program and
Controls,” will be published in the near future to assist CPAs engaged to examine and report
on an entity’s cybersecurity risk management program.
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Source: Grant Thornton, On the Horizon, May 4, 2017.

We are committed to keep you updated of all developments

that may affect the way you do business in Puerto Rico.

Please contact us for further assistance in relation to this or

any other matter.
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DISCLAIMER: This update and its content do not constitute advice. Clients should not act solely on the basis
of the material contained in this publication. It is intended for information purposes only and should not be
regarded as specific advice. In addition, advice from proper consultant should be obtained prior to taking
action on any issue dealt with this update.
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